Abstract-Remote
I. INTRODUCTION
Wireless communication is by any measure the fastest growing segment of the telecommunications industry [1] . Early development of wireless technologies was inhibited by several factors, including spectral capacity limits, propagation effects such as multipath, and the need for asynchronous access [2] . Even more critical today is the security aspect of wireless communications, a subject of growing concern for many individuals and organisations.
An ingenious solution to these challenges was realised in adoption of spread spectrum communications. Spreadspectrum techniques are a means of signal transmission in which the signal occupies a bandwidth in excess of the minimum bandwidth necessary to send the information. The band spread is accomplished by means of a code which is independent of the data, and synchronized reception with the code at the receiver is used for despreading and subsequent data recovery. Popular applications include Code Division Multiple Access (CDMA) cellular-telephony networks, Global Positioning Systems, and Bluetooth [3] .
Two main types of spread spectrum techniques exist; Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping Spread Spectrum (FHSS). Specifically, DSSS multiplies the data being transmitted by a "noise" signal, typically a pseudorandom number (PN) sequence of 1 and −1 values, at a frequency much higher than that of the original signal. This consequentially makes DSSS signals noise-like, making them hard to detect, intercept or demodulate. Furthermore, they are harder to jam (interfere with) and because they are so wide, the signals are transmitted at a much lower spectral power density than narrowband signals [4] .
Owing to the exceptional qualities and rapid adoption of spread spectrum, it is vital that students pursuing Electrical, Telecommunications and Computer Engineering disciplines get versed with this key technology, through experimentation. Makerere University (MAK) has adopted the scalable MIT iLabs Shared Architecture (ISA) as a platform for development and deployment of remote shared laboratories (iLabs). These have helped to mitigate challenges arising from the scarcity of laboratory equipment vis-à-vis the skyrocketing student numbers. iLabs have been used to support several courses in the curricula of the Bachelors of Science in Electrical, Telecommunications and Computer Engineering Programmes over the past seven years. [5] - [7] .
The iLabs at MAK utilise the National Instruments Educational Laboratory Virtual Instrumentation Suite (NI ELVIS) with a host of add-on boards, supported by the Laboratory Virtual Instrumentation Engineering Workbench (LabVIEW) graphical programming language. One such board is the Emona Digital Analog Telecommunications Experimenter (DATEx) which uses a block diagram model approach to implement a very wide range of telecommunications experiments [8] . Using its adders, multipliers, noise generators, sequence generators, amplifiers and a tuneable low-pass filer, the principles of DSSS communication can be demonstrated.
The user interface to the DSSS lab is a LabVIEW Virtual Instrument (VI), on which interactive controls for the DATEx are exposed. Remote access to the VI is implemented within the interactive ISA [9] .
II. IMPLEMENTATION

A. Lab Equipment
The principal hardware for the DSSS lab is the NI ELVIS/Emona DATEx combination.
To alternate different circuit configurations on the DATEx, the NI Signal Conditioning eXtensions for Instrumentation (SCXI) 1169 switch is integrated into the physical architecture. A portable data acquisition device, the NI myDAQ [10] , is used to provide four extra oscilloscope channels, necessary for viewing the experiment data. The hardware is shown in Figure 1 .
The SCXI-1169 switch module is equipped with up to 100 Single-Pole-Single-Throw (SPST) mechanical relay switches [11] but only 7 of these were used for the DSSS application. It is inserted into a chassis (NI SCXI-1000), the box containing the circuitry for powering, fanning and interfacing with the computer hosting the hardware. The system context diagram is shown in Figure 2 , illustrating how the hardware is related to the shared lab services within the interactive ISA.
B. Software Architecture and Implementation
The DSSS circuit is implemented using the block diagram approach shown in Figure 3 . The circuit algorithm is easily transferable to the hardware implementation based on a combination of the DATEx modules as shown in Figure 4 .
To implement the DSSS remote Lab on the DATEx, one of the considerations was to give the student as much flexibility as possible. Hence, as many DATEx tuneable components as possible were used, including the signal gain and low-pass filter cut-off. It was Emona's polymorphic DATEx VI that was configured appropriately for all the DATEx tuneable blocks while the NI Express VIs (high level control VIs) were used for the NI ELVIS components -the functional generator and the oscilloscope. Due to the necessity of observing both time and frequency domains, there was a need for a second graph to display the Power Spectrum of the relevant signals. Frequency domain plots of the signals were generated using one of LabVIEW's numerous Fast Fourier Transform (FFT) Power Spectrum VIs. This was the only signal processing technique implemented by LabVIEW for the data acquisition mode of the experiment since no express VI for its Dynamic Signal Analyzer is provided.
The experiment VI supports both simulation and data acquisition modes, which complement each other in enabling the user to compare real and ideal DSSS communication scenarios. The simulation processes a computer generated signal through a software algorithm, producing the DSSS waveforms. The data acquisition mode on the other hand utilizes the DATEx to manipulate a real signal from a functional generator, in which case LabVIEW simply provides the circuit control and experiment data display.
For easier maintenance and code scalability to accommodate future expansion of the lab, the DSSS experiment VI contained three while loops running the simulation, data acquisition and switching hardware in parallel. One STOP control would thus be used to simultaneously end their execution. 
III. USER EXPERIENCE
A. Lab Functionality
The DSSS lab involves three key stages: Generation & Modulation of information signal, DSSS signal transmission, and Demodulation and Recovery of information signal. The lab user interface allows interactive variation of virtual hardware controls to achieve each of these stages. Input signal frequency, noise amplitude and PN sequence length are among the variable parameters exposed for user variation. Their effect on the signals under investigation in both time and frequency domains is availed instantly on graphical displays. The modular interaction with the lab is summarised in Figure 5 .
B. User Interface Design
LabVIEW's virtual control elements including knobs, switches, buttons and levers coupled with its indicators such as graphs and LED lights were used to avail a rich and fully interactive front panel which would double as a user interface within the interactive ISA.
Tabbed navigation was incorporated to allow for easy access, control and comparison of the simulation and data acquisition experiment modes. The user was also availed with an ON/OFF switch that allows activation and deactivation of either experiment mode, potentially All observed experiment data is relayed in graphical form to emphasize a holistic interpretation of the experiment at a glance. Strong considerations were made in creating a highly intuitive user interface, thereby appropriately sectioning the controls and graphs according to three key DSSS experiment stages.
IV. EXPERIMENT DYNAMICS
A typical experiment involves user login, selection of the experiment to be conducted and request for a reservation from the Service Broker. Exclusive access to the lab is granted to the user during his reservation time. With the experiment VI loaded in the user's web browser, the user can then start the experiment by activating either one of the experiment modes. The adjustments and subsequent observations can then be made in the three experiment key stages.
A. Generation & Modulation of Information Signal
With an active user interface, the experiment commences with the user setting the information signal type (sine, square, saw-tooth), amplitude and frequency. The desired length of the modulating PN sequence is then selected. Observations are made on these two signals in time and frequency domain, comparing their bandwidths and spectral amplitude levels. The PN sequence power spectrum should stand out as flat or 'noise like' compared to the narrowband information signal. The combination of these two signals produces a DSSS signal.
B. DSSS Signal Transmission
This entails time and frequency domain analysis of the DSSS signal. It should be observed that it adopts the flatness of the modulating PN sequence. The lab user then deliberately jams the signal by adding different signal jamming types (singleton and broadband jamming) of various powers to the transmitted DSSS signal. Its distortion in time domain and the resultant effect on its power spectrum are carefully analyzed.
C. Demodulation and Recovery of Information Signal
This includes alteration of receiver's demodulating PN sequence and studying the effect that these variations have on the recovered signal. To correctly recover the signal the user ensures that the same modulating PN sequence is used for demodulation. Gradual adjustment of the tuneable low-pass filter cut-off must also be made until the recovered signal shape is similar to the transmitted signal shape in time and frequency domains. The jamming effects on the recovered signal may then be studied and the extent of DSSS resistance to intentional interference is noted after extreme jamming attempts.
In both experiment modes, the user can download experiment data and analyse it with third-party computer applications such as Microsoft Excel. The simulation and experiment modes of the running lab as accessed through a web browser are shown in Figures 6 and 7 respectively.
V. CONCLUSION
This paper has presented a remote DSSS lab utilising the Emona DATEx. The lab will render support to curricula in the courses of Wireless Technologies and Mobile Communications Systems where there is currently no laboratory of any form available. In addition to improving the student pedagogical experience at MAK, the DSSS lab adds to the huge assortment of online laboratories available worldwide.
A voice synthesis VI implementation of the lab was developed but it wasn't deployed within the ISA due to non-support for audio rendering. This component would have improved the remote lab from standard monotone input signals to a real world voice alternative. Other future research considerations include; incorporating FHSS support and a wireless CDMA implementation as opposed to the current baseband version. This would clearly demonstrate other real world effects on spread spectrum communication such as multipath and the limitations and benefits posed by an increasing number of users on the communication channel. 
